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Abstract

The present work is an attempt to propose the cyber security challenges that the country India is
facing currently. India is currently the second largest nation in terms of the number of internet
users next to China. Also, the country has been ranked 4th next to the USA, UK, and China
concerning the number of research publications in the field of cyber securities (Rai et al, 2019,
Statista, 2020). Nevertheless, India has seen 52, 974 cases in 2021 which is 5% more than the
year 2020 which has seen 50,035 cases that were filed as cybercrimes (NCRB, 2022). These
figures are mounting each year. This must be given careful consideration since India has been
suggested to be lacking strong defensive mechanisms to face cyber-crimes compared to the
technically sound western nations and Asian giant China. There must be some contextual reasons
and concerns that are affecting India to put up a strong and effective fight against national
cybercrimes. Thus, the present study is aiming to identify the cyber security challenges that India
is facing currently and the reasons for India being not so effective at controlling the rate of
cyber-crimes in the nation, to assist the key stakeholders involved with cyber security and cyber
forensics in India.

Introduction

Web technologies and trends and updates in the world of web-based technologies have
revolutionized human lives. Today the world wide web has become a prominent medium of
operations for organizations from different backgrounds. The Internet way of doing things not
only can be seen among organizations for organizational purposes, but it is also found among
individuals for various purposes. A vast amount of research relating to web technologies and
IOT are being conducted all over the world to identify new ways to exploit them to create

opportunities and wealth for promoting individual and organizational growth. Nevertheless, these
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organizations and people's dependence on the internet and web technologies have opened doors
to new means of artifice. Cyber crimes are becoming more threatening each year and new trends
and upgraded ways of cyber fraud are being instigated every day. No country is free from these
cyber-attacks and statistics of cybercrime are extremely intimidating. It has been suggested that
cyber-attacks have risen by over 125% in 2022 compared to 2021 (AAG, 2022) and cyber-
crimes have cost over 6 trillion dollars in 2022 and are expected to reach 10 trillion by 2025
(Purpplesec, 2022). For these reasons, nations all over the world are taking precautions to ensure
the employment of the right security mechanisms to be able to defend their people and
businesses from these cyber crimes. Technologically advanced nations such as the USA and UK
are ranked among the top in terms of cyber-attacks along with India which is considered to be a
developing nation with regards to web-based technologies. This indeed suggests the vulnerability
of India being a nation that is not fully developed technologically and is being largely threatened
by cyber-attacks. Being the second largest country of Internet users and 49th on the cyber
security index (NCSI, 2022) India must consider taking initiatives to protect its citizens and
economy from the most feared crimes in recent days, which are cyber frauds and violations. The
present work will highlight the major challenges that the country India is currently facing in to
fight against cyber-attacks and reduce cyber-crimes that are rapidly growing.

To give the readers a better understanding of this work, this section of the work will introduce
cyber security and various forms of cyber threats. Cyber crimes have been referred to as any
criminal activity in which computers or computer networks are a tool, target, or a place of
criminal activity and include everything from electronic cracking to denial of service attacks
(Goyal, 2012). The existing literature has suggested that cyber-attacks could be of different
forms. Here comes the necessity of cyber-security as it can protect individuals and organizations
from those fraudulent activities. Cyber-security refers to the precautionary measures that are
intended to protect computers and computer networks from cyber-criminals and cyber-security
could be broadly categorized into three types namely network security, data security, and system
security (Ghate and Agarwal, 2017). Since people and organizations today are using the web and
web applications for various purposes to get benefits and improve opportunities for their well-
being, this has been attracting the attention of cyber-criminals to conduct some kind of
fraudulent activity over the Internet with these people and organizations (Mehta et al., 2013,

Karali et al., 2015). Unlike usual crimes, the cyber-crimes are sometimes hard to track and in
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some cases it's impossible. This has further raised cyber crimes all over the globe, specifically in
developing nations such as India where there are no strong defensive mechanisms to face such
crimes. India has been noted as one of the top nations regarding the rate of cybercrime activities.
Furthermore, the existing literature has strongly suggested the feeble status of the Indian cyber-
security environment and its practices (Kshetri, 2016; Paul and Aithel, 2019; Rai et al., 2019;
Datta et al., 2020). Thus, the present work highlights the major cyber-security challenges that
India is facing. In a way, the present work presents the current status of cyber-security and its
effectiveness in dealing with the cyber-crimes in the country.

Infrastructural Challenges

India is witnessing considerable developments in the field of ICT. With the developments of ICT
in India, in addition to the opportunities (Maiti et al., 2020), the rate of cyber crimes has also
gone up and is one of the critically threatening challenges that question the effectiveness of ICT
infrastructure in India (Paul and Aithal, 2018; Shairgojri and Dar, 2022). It has been strongly
recommended that to protect the ICT infrastructure in any country or region, one must develop a
strong cyber-security infrastructure which provides opportunities to build effective defence
mechanisms to protect the nation from cybercrimes (Chaturvedi et al., 2008; Chaturvedi et al.,
2014). Nevertheless, fighting cybercrimes involves building effective mechanisms and practices
to defend an organization or individuals from any kind of cybercrime. But predicting any such
crimes in advance would give a higher hand against the cyber criminals, and is only possible
with stronger ICT infrastructure and policies that can support and strengthen the cyber-security
infrastructure (Ghate et al., 2017). The existing literature does strongly suggest that the Indian
ICT and Cyber-security infrastructures have largely failed in anticipating such cyber-crimes to
help the nation with its fight against the cyber-crimes. This can be seen as a major challenge for
India as one of the leading users and contenders in the global ICT ecosystem. This is also the
major reason for India being not able to put up a strong fight against cyber crimes constructively.
The socioeconomic developments in the country have surely resulted in greater associations of
citizens of India with web-based technologies and applications for both individual and
organisational purposes. Furthermore, the rapid urbanization in the country has resulted in the
wider and deeper spread of Internet access to even the remote areas of the country. This has
indeed further improved the growth in cybercrimes since the majority of the users are not very
familiar with them (Mokha and Kaur, 2017; Paul et al., 2018; Datta et al., 2020). Thus, this lack
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of people's awareness of the trends in cybercrimes has posed another challenge for India in its
fight against cybercrimes. This also motivates cyber criminals to improve their activities since a
considerable amount of the users are not familiar with the ways of protecting themselves from
these cyber criminals. Thus, the aforementioned two main contextual reasons are downgrading
the country India when it comes to its fight against cybercrimes.

Concerns Related To Governance And Policy Making

The legal environment of India, specifically the laws relating to cyber crimes has a great role to
play in the fight against the cyber-crimes in the country. There is a considerable amount of
research that has studied the effectiveness of cyber laws in dealing with the cyber-crimes in
India. Observing the present state of criminal laws in the area of cyber-security in India, one can
say that the government of India has been underrating the negative impacts of cyber-crimes on
citizens. The Information Technology Act, 2000 of India which is suggested to be the Indian
legislation for fighting cyber crimes, has been suggested to be incompetent in dealing with the
number of fraudulent activities taking place currently in the nation (Jain and Chaudhary, 2019).
Compared to the US legislation relating to cyber-security, the Indian cyber-law ecosystem
seemingly is not so effective considering the number of criminal activities in the country.
Despite the strong suggestions to implement strict rules to promote the cyber-legislation from the
research world (Blythe, 2006), the Indian government seemingly failed to consider any such
suggestions from existing literature, and the results can be seen in the form of a rapidly growing
cyber-crime rate every year in India. Furthermore, the amendments that were made to the act to
match the growing number of cyber crimes in the nation are not so effective and are not
matching with the latest trends in the cyber-crime environment (Mohanty, 2011; Kalia et al.,
2017). This needs to be changed and must require careful consideration. A developing nation
such as India which has a population of over a billion people and has a larger number of internet
users and activities, operating with less-effective cyber-legislation can not be useful in the long
run. Also, it could result in serious problems if not given serious consideration to improving the
effectiveness of cyber laws to reduce cyber crimes and strengthen the cyber-security and ICT
infrastructure in India. The policymakers that are responsible for changes in cyber legislation in
India must consider these issues and should take measures to strengthen the cyber securities in
India.

Conclusion
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The present work has highlighted the major challenges that the Indian cybersecurity ecosystem is
facing currently. The challenges have been presented separately in the work. The challenges are
classified as concerns relating to the ICT and user infrastructure and concerns relating to Indian
cyber laws. The incompetence of Indian ICT and cyber security infrastructure is one of the
reasons for the growth in the rate of cyber crimes in the country. Something must be done to
improve the robustness of both infrastructures and the focus should not be restricted to chasing
cyber crimes and criminals but rather anticipating their activities. Secondly, the work has
highlighted the necessity of improving user awareness of cybercrimes. Finally, the cyber laws of
India must be carefully upgraded to match the current cyber crimes in the country. The laws
relating to cybercrimes must bring changes to the behaviour of cybercriminals. For this, the laws
must be toughened and must create a sense of freight among cybercriminals.
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